Washington State _
Health Care Atuthority

A new secure encryption for email

How will this affect our external customers?
External customers/business partners will receive an e-mail notification from the State of
Washington Secure Email Portal informing them that there is a secured message waiting for
them.

It will look like this one...

New secure email message from State of Washington

You've received a secure email message related to business with the
State of Washington. To view it, select Open Message

The secure message expires on Jun 28, 2012 @ 04:39 PM (GMT)

Do not reply to this notification message; this message was auto-
generated by the sender’'s security system. To reply to the sender
select Open Message

If selecting Open Message does not work, copy and paste the link below
into your Internet browser address bar

hitps //sendsecure mabsecurty com/s/e?b=clts was&
m=ABAASh7nzBunxpfl mPc4vip&em=p%2ewatars%2ehca%40gmail%

Zecom

Once the recipients click on the “Open Message” button, they will be taken to the new
registration page. Their email address will automatically be filled in. They just need to enter
a password that meets the requirements. The password rules are posted on the bottom of
the registration page.

FOR MORE INFORMATION, CONTACT:
Office of Technical Services, Health Care Authority,
ASK.MEDICAID@hca.wa.gov 1-888-241-7597




Register Account

Enter your email address and a password to register and begin sending and recelving secure messages.

Email Address:
TestUser@gmail com
Password:

Re-enter Password:

Cancel
Password Rules

Passwords must be at least 10 characters in length, and meet all of the following conditions

« Contain a number

« Contain both uppercase and lowercase lelters

» Contain at least one special character, such as ~l@#S%"&

* The new password cannot include your name, email, or be a complete word. More p

assword hints

Once this is done, they will click the Register button and be routed to their secure
messages.

WASHINGTON STATE HEALTH CARE AUTHORITY 20f3



Select

From

semail1@hca wa gov

semaill@hca wa gov

semail1@hca wa gov

semail1@hca wa gov

semaill@hca wa gov

semad1@hca wa gov

Washington $

Subject

Testing SSN

[Secure] No SSN or UMP

[Encrypt] No SSN or UMP

test

[Secure] test with no SSN or UMP

[Do Not Encrypt] SSNs & UMPs

Date

May 15, 2012811 AM

May 14, 2012 7.57 AM

May 14, 20

May 8, 2012 259 PM

May 8, 2012 240 PM

May 8, 2012 239 PM

WASHINGTON STATE HEALTH CARE AUTHORITY

30f3




